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Introduction

® Program-Generators

- Need to ensure the safe execution of the generated
pbrograms as well as the generator itself.

Program > Generate
Generator Program

- Safety properties of the generated programs are efficiently
expressed by the grammar G.
e.g. “generated programs should not have nested loops”™

- Question:
“Do the generated programs conform to the safety
grammar G?”
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Introduction

® Abstract Parsing

- Powerful static string analysis technique presented by
Doh, Kim, and Schmidt[ ]

- Determine whether the strings generated in the program
conform to the given grammar G.

- Use LR parser as a component

- Formalized and parameterized in the abstract
interpretation framework by Kong, Choi and Yi[2]

|. Kyung-Goo Doh, Hyunha Kim, and David Schmidt. “Abstract parsing: static analysis of dynamically generated
string output using LR-parsing technology.” In Proceeeding of the International Static Analysis Symposium, 2009.
2. Soonho Kong,Wontae Choi, Kwangkeun Yi. “Abstract Parsing for Two-staged Languages with Concatenation”
International Conference on Generative Programming and Component Engineering, (to appear), 2009. 3 /82



Big Picture

PCC Framework for Program-Generators

Program-Generator > Abstract <

Parser

v

Fixed Point

T

Send

Send

Code
Producer

Safety
Grammar

Code
Consumer

Receive

{ '

Receive

Received Fixed Point
Program-Generator > Checker R

Safety grammar is shared between code producer and consumer.
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Big Picture

PCC Framework for Program-Generators

Program-Generator

Abstract
Parser

v

Send
Code
Producer v -
Code | -
Consumer Receive

Y

Fixed Point

Receive

'

Safety
Grammar

Received
Program-Generator

Fixed Point
Checker

In code producer side, abstract parser computes
fixed-point solution for the given program-generator.

5 /82



Big Picture

PCC Framework for Program-Generators

Program-Generator > Abstract <
Parser
Fixed Point
end _
Send |
COde e *
Producer v -
Safety
Grammar
Code | -
Consumer Receive

Receive

Received Fixed Point
Program-Generator > Checker R

Code producer sends the program-generator
with the computed fixed-point solution.
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Big Picture

PCC Framework for Program-Generators

Program-Generator > Abstract <
Parser
Fixed Point
Send \_/(_
Send
Code
Producer v -
Safety
< Grammar
Code
Consumer Receive Receive

B | ]

Received Fixed Point
Program-Generator > Checker R

Code consumer receives an untrusted program-generator
and an accompanied fixed-point solution.

7 182



Big Picture

PCC Framework for Program-Generators

Program-Generator > Abstract <
Parser
Fixed Point
Send \_/l/__
Send
Code
Producer v -
Safety
Grammar
Code | -
Consumer Receive Receive

Y

Received Fixed Point
Program-Generator Checker

In code consumer side, the checker validates that
the received fixed-point is indeed the solution
for the received program-generator.
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Big Picture

PCC Framework for Program-Generators

Program-Generator > Abstract <
Parser
Fixed Point
Send \_/l/__
Send
Code
Producer v -
Safety
Grammar
Code | -
Consumer Receive Receive

Received Fixed Point
Program-Generator Checker

If the checker validates it successfully,
the code consumer is ready to execute the received program-generator.
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Program-Generator

Program-Generator > Abstract <

Parser

v

Fixed Point

— T

Send

Send

Code

Producer

Safety
Grammar

Code |
Consumer

Receive

{ '

Receive

Received Fixed Point
Program-Generator > Checker R
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Language
for Program-Generators

® Jow-staged language with concatenation

Syntax
ec€ Fxzp :=x|letxeies|oreiex|rexeieses| ‘f

feFrag::=x|let|or|re| (|)]| fi-fa],e
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Language
for Program-Generators

Example f x is initialized with “a” \
re X ‘GL\ /
CLox o)
let y
‘or . a
LY - ,X
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Language
for Program-Generators
Example

T _
re X ‘QL\

CLx )

let y z y is initialized with “or a” )
or . a
LY . ,X

13/82



Language
for Program-Generators
Example

T _
re X ‘QL\

CLoux o)

let y y is initialized with “or a” w
or . a
Value is “ora a” )
LY . ,X
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Language
for Program-Generators

Example [
X is initialized with “a”
re x a L\

CLox L)
let y y is initialized with “or a” w
or . a e .,
Value is “or a a )
LY - X
=> Or ad (1f loop body 1is not executed)
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for Program-Generators

Language

f X is initialized with “a” \

J

Example
re x \GL\
C.o,x L)
let y
or . a
LY . L,X
=> Oor aada

16 /82



Language

for Program-Generators

Example

L bialaed e a . LoOP body is executed once |
re x a ,
X|S“(a)” )
(. ,x .

let y

=> O0r da

‘or .

LY .

a

d

y X

17/82



Language
for Program-Generators

Example

S il ey o Loop body is executed once |
re x a ,
X IS “( a )” )
(. ,x .
let y z y is initialized with “or a” )
or . a

Y - X

=> O0or ada
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Language
for Program-Generators

Example

S s pitalzed vy IOORGOSCCUEHORE
rle X \a ° (3 "
xis“(a) )
(. ,x .

let y y is initialized with “or a” w
or . a
Value is “or a (a)” )
Y - X

=> O0or ada
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Language
for Program-Generators

Example

S italzed it oL LooP body is executed once |
re x a .
xis“(a)” )
(. ,x .

let y y is initialized with “or a” w
or . a
Value is “or a (a)” )
LY . ,X

b

=> O0or ada

or a (a) (1f loop body 1s executed once)
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for Program-Generators

Language

f X is initialized with “a” \

J

Example
re x \GL\
C.o,x L)
let y
or . a
LY . L,X
=> Oor aada
or a (a)
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Language

for Program-Generators

Example

let y

=> O0r da

‘or .

a

or a (a)

d

Y -

L bialaed e LoOP body is executed once |
re x a ,
X|S“(a)” )
(. ,x .

X
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Example

Language
for Program-Generators

let y

=> O0r da

‘or .

a

or a (a)

d

Y -

X

a\

Loop body is executed twice

- f X is initiali with ¢a”
re x 'a
xis“((a))”
(. ,x .

)

23/82



Example

Language
for Program-Generators

a\

Loop body is executed twice

)

LY .

=> O0or ada

or a (a)

y X

- f X is initiali with ¢a”
re x 'a
xis“((a))”
(. ,x .

let y Z y is initialized with “or a” )
or . a
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Language
for Program-Generators

Example ™\ Loop body is executed twice

f X is initialized with “a”
re x a
xis“((a))” :)
(. ,x .
let y y is initialized with “or a” w
or . a
Valueis“ora ((a))” )
LY - X

b

=> O0or ada

or a (a)
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Language
for Program-Generators

Example ™\ Loop body is executed twice

f X is initialized with “a”
re x a
xis“((a))” :)
(. ,x .
let y y is initialized with “or a” w
or . a
Valueis“ora ((a))” :)
LY - X

b

=> or ad
or a (a)

or a ((a)) (1f loop body 1s executed twice)
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Language
for Program-Generators

Example
re x a
C.o,x L)
let y
‘or . a
LY . X
=> or aa
or a (a) 4 )

Note that only one of them
or a ((a)) < is taken as a value of this

a ((Ca))) program in execution.

- J

o)

S
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Code
Producer

Code
Consumer

Abstract Parsing

Program-Generator

Send

Abstract

Parser

Fixed Point

Receive

Y

T

Send

Safety
Grammar

Receive

'

Received
Program-Generator

Fixed Point

Checker
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Abstract Parsing

® |nstead of executing the program and parsing

the result,

IIQ]IOZ — {Cla C2y v v vy Cn} pGJT‘Sfi(CZ') — O/X

® Define abstract semantics using parse stack and

execute the program on it.

[e]°S{pinic ¥ = {p1, P2, ...

/\

, D }

-

\_

Over-approximation of the
parsing result of all the
generated programs

~

J
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Abstract Parsing

® Q:What should be the abstract value for Code c!?

® A:Parse Stack Transition Function

or a or a

S1 > 8185 S$185 — S1S85S10 S1 > 8155510

Code concatenation => Function Composition
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Abstract Parsing

® Abstract parsing semantics of the program Pgm is used
to determine whether generated programs conform to
the grammar G.

o |IfAbstractParsing(Pgm,G)({ Pinit}) = { Pacc ), then we
can conclude that generated programs conform to the
grammar G. Otherwise not.

Program |
Pgm
Abstract Abstract Parsing
Parsing | Semanitcs
Grammar J
G oF — oF
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Abstract Parsing
in PCC Framework

Need abstract parsing semantics to certify the
program.

Semantic equations are derived from the program
directly.

Loop is the only component to require fixed-point
computation.

Certificate in our framework:
the fixed-point solution for every loop in the program.
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Certificate Generation

Code
Producer

Code
Consumer

Program-Generator

Send

Abstract

Parser

v

Receive

Y

Fixed Point

Safety
Grammar

Receive

'

Received
Program-Generator

Fixed Point

Checker
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Certificate Generation
with Example

e Safety Grammar £ —id | (F) |letid F E|or E' E

|) syntactically correct, 2) contain no loops

s7:E->(E). <+ ) s6:E->(E.)
*
E
Accept State b
s4:E->(.E) s9:E->orEE.
*
( E
( |
C Initial State or
\ s1:S->. E K ( s8:E->orE.E
L — B N
id id E or
+ id or |/
s3:E ->id. id sb:E->or.EE
L
orS

Part of the LR(0) parsing controller for the safety grammar
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Certificate Generation
with Example

Example Program

re x a
CL.o,x L)
let y

or . a
LY . L,X

Semantic Equation
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Certificate Generation
with Example

Example Program

re x d
CLooLx L)
let y

ﬁi Y - X I
L -
Semantic Equation

h P:XOYI
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Certificate Generation
with Example

Example Program

re x d
CLx )
let y

or . d
iayl ’X

Semantic Equation

P:Xcin

37182



Certificate Generation
with Example

Example Program

re x a
C.o,x L)
let vy
| ‘or . a

Y - X

Semantic Equation
P=XoY
Y =AP.PA

(PA(P,or),a)

\_

~

ParseAction : Parse Stack x Token -> Parse Stack
Component of generated LR Parser

J
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Certificate Generation
with Example

Example Program

re x d
CLx )
let y

) Y - ﬂ y X I
Semantic Equation

PﬂY

Y = AP.PA(PA(P, or), a)
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Certificate Generation
with Example

Example Program

re x a
| 7‘(.,x.)

let y
or . a
LY . L,X

Semantic Equation
P=XoY
Y = AP.PA(PA(P,or), a)
T = fit AT \s.(PA(s,a)U
AP.PA(P,)) o AP.reduce(T (top(P))@tail(P)) o AP.PA(P, ()s)
X = AP.reduce (T (top(P))Qtail(P))
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Certificate Generation
with Example

Example Program

re xﬁ‘a I
CLooLx L)
let y

or . a

Y - X

Semantic Equation
P=XoY
Y = AP.PA(PA(P,or), a)

T = ﬁaj)\T.)\sH(PA(s,a)IJ

AP.PA(P,)) o AP.reduce(T (top(P))Qtail(P)) o AP.PA(P, ()s)
X = AP.reduce (T (top(P))Qtail(P))
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Certificate Generation
with Example

Example Program

re x d
CLo,x L)
Lo
let y

or . a
LY - LX

Semantic Equation
P=XoY
Y = AP.PA(PA(P,or), a)
T = fix N\T . \s.(PA(s,a)U
AP.PA(P,)) o AP.reduce(T (top(P))Qtail(P)) o AP.PA(P, ()s

X = AP.reduce (T (top(P))Qtail(P))
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Certificate Generation
with Example

Example Program

re x d

i\(I y X . )

71et y

or . a

Y - X

Semantic Equation
P=XoY
Y = AP.PA(PA(P,or), a)
T = fit AT \s.(PA(s,a)U
AP.PA(P,)) o AP.reduce(T (top(P))Qtail(P)) 9 AP.PA(P, (%)
X = AP.reduce(T (top(P))Qtail (P)) o
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Certificate Generation
with Example

Example Program

re x a

3]

let y

‘or . a

Y - X

Semantic Equation
P=XoY
Y = AP.PA(PA(P,or), a)
T = fit AT \s.(PA(s,a)U
AP.PA(P,)) o AP.reduce(T (top(P))Qtail(P))f A\P.PA(P, ()s)
X = AP.reduce(T (top(P))Qtail( P o
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Certificate Generation
with Example

Example Program

re x a
. ,X E
let y 7
or . a
LY . L,X

Semantic Equation
P=XoY
Y = AP.PA(PA(P,or), a)
T = fit AT \s.(PA(s,a)U
m AP.reduce(T (top(P))Qtail(P)) o AP.PA(P, ()s)
X = \P.reduce(T (top(P))Qtail(P))
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Certificate Generation
with Example

Example Program

re x a
CLx R D
let y
or . a
LY . L,X
4 )
Semantic Equation T : Parse State -> Set of Parse Stack
P=XoY Record the difference of the loop
Y = AP.PA(PA(P, or),a) input and output.

T :“ﬁx)\TI/\S.(PA(s,a)U ~ o
* AP.PA(P,)) : op(P))@taz'l)) AP.PA(P, ()s)

X = AP.reduce(T (top(P))Qtail (P -
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Certificate Generation
with Example

Example Program

re x a

3]

let y

‘or . a

Y - X

Semantic Equation

P=XoY
Need to compute fixed-point T!
Y = AP.PA(PA(P,or), a)

T :“ﬁx)\TIAs.(PA(s, a)U \4
7 AP.PA(P,)) o AP.reduce Top( ))@taz’l)) e

X = AP.reduce(T(top(P))Qtail (P

AP.PA(P, ()s)
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Certificate Generation
with Example

Semantic Equation

P=XoY

Y = AP.PA(PA(P,or),a)

s7:E->(E).

<+ )

P(s1)

s9:E->orEE.

s8:E->orE.E

AN

E or

rd

sh:E->or.EE

N\

or

Part of the LR(0) parsing controller for the safety grammar

X o Y(Sl)
X o PA(PA(s1,0r),a)
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Certificate Generation
with Example

Semantic Equation

P=XoY P(Sl) — XOY(Sl)
Y = AP.PA(PA(P,or),a) = X oPA(PA(sy,or),a)
ST:E>(E). |«)4 s6:E->(E.) — XOPA(S58178')
i
L
s2:S-> E. s4:E->(.E) s9:E->orEE.
f +
E ( E
( |
s1:S>.E \ ( s8:E->orE.E
- id Aﬁﬁi d ......~" "~\ 2\\or
+ id or |
s3:E >id . id ‘ﬁ" s5:E->or.EE
TGy

Part of the LR(0) parsing controller for the safety grammar
49/82



Certificate Generation
with Example

Semantic Equation

P=XoY P(Sl) — XOY(Sl)
Y = AP.PA(PA(P, or), a) = XoPA(PA(sy,or),a)
s7:E->(E). < ) s6:E->(E.) — )((888581)
*
L
s2:S-> E. s4:E->(.E) s9:E->orEE.
f +
E ( E
(
s1:S->.E i (Or i s8:E->orE.E
7 : — — \ “ - < — |
y , id ‘\ :
+ id or
s3:E ->id. V id n

o)
Part of the LR(0) parsing controller for the safety grammar
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Certificate Generation
with Example

Semantic Equation

X = AP.reduce(T (top(P))@Qtail(P))  X(SgS551) = TeduceiT(88)|@s5sl)

[ We need T(SS). ]

s7:E->(E).

s9:E->orEE.

s8:E->orE.E
A

E or

rd

sh:E->or.EE

)
Part of the LR(0) parsing controller for the safety grammar
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Certificate Generation

with Example

Semantic Equation

T = fit AT \s.(PA(s,a)U

AP.PA(P,)) o AP.reduce(T (top(P))Qtail(P)) o AP.PA(P, ()s)

s7:E->(E). <+ ) s6:E->(E.)

s2:5-> E. s4:E->(.E) s9:E->orEE.
l
|

s1:S->.E s8:E->orE.E

E or

rd

sh:E->or.EE
i
or

Part of the LR(0) parsing controller for the safety grammar

S8 — 7

| st Iteration
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Certificate Generation

Semantic Equation

T = fix N\T A\s|(PA(s,a)U

with Example

AP.PA(P,)) o AP.reduce(T (top(P))Qtail(P)) o AP.PA(P, ()s)

s7:E->(E). <+ ) s6:E->(E.)
5
-
s2:5-> E. s4:E->(.E) s9:E->orEE.
f i
E ( E

\
s1:S->.E Vo, s8:E->orE.E
| Q/ — - =
id E or
Y rd
s3:E->id. sb:E->or.EE
X
or

Part of the LR(0) parsing controller for the safety grammar

‘38 — 3938UI
| -

| st Iteration
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Certificate Generation
with Example

Semantic Equation
T = fit AT \s.(PA(s,a)U
AP.PA(P,)) o AP.reduce(T (top(P))Qtail(P)) o )\P.PAEP, (ESEI

S8 — 5458
s7:E->(E). <+ ) s6:E->(E.)
5
=
/! s 1> 955U
s2:5-> E. s4:E->(.E) s9:E->orEE.
!
E
|
s1:S->.E L
| . ! —
id
+ id
s3:E->id. id sb:E->or.EE
X
or
Part of the LR(0) parsing controller for the safety grammar | st Iteration
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Certificate Generation
with Example

Semantic Equation

T = fit AT \s.(PA(s,a)U
AP.PA(P,)) CE )\P.reduce(T; top;PE E@tailEPEi I> AP.PA(P, ()s)

s7:E->(E). <+ ) s6:E->(E.)
Sg — Sg9sglU
s2:S-> E. s9:E->orEE.
f +
E E
| |
s1:S->.E s8:E->orE.E
| N
id E or
v P
s3:E->id. sb:E->or.EE
%
or
Part of the LR(0) parsing controller for the safety grammar | st Iteration
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Certificate Generation
with Example

Semantic Equation

T = fit AT \s.(PA(s,a)U
AP.PA(P,)) o AP.reduce(T (top(P))Qtail(P)) o AP.PA(P, ()s)

s7:E->(E). <+ ) s6:E->(E.)

S8 > §9S58

s9:E->orEE.

s8:E->orE.E
A

E or

rd

sh:E->or.EE
i
or

Part of the LR(0) parsing controller for the safety grammar | st Iteration
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Certificate Generation
with Example

Semantic Equation

T = ﬁx)\T.)\s.ﬁ(PA(s,a)UI
)L\P.PA(P, )) o AP.reduce (T (top(P))Qtail(P)) o AP.PA(P, ()s)

s7:E->(E). <+ ) s6:E->(E.)

s9:E->orEE.
5 S4 H— 3654U|

s8:E->orE.E
I\

E or

rd

sh:E->or.EE

L
or

Part of the LR(0) parsing controller for the safety grammar | st Iteration
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Certificate Generation
with Example

Semantic Equation

T = fit AT \s.(PA(s,a)U
AP.PA(P,)) o AP.reduce(T (top(P))Qtail(P)) 9 AP.PA(P, ()s)

S4 —7 5454
s7:E->(E). <+ ) s6:E->(E.)
S8 > 5958
s2:S-> E. s9:E->orEE.
} 5 S4 F S¢g S4U
E E
| |
s1:S->.E s8:E->orE.E
| [N
id E or
v "
s3:E->id. s5:E->or.EE
h
or
Part of the LR(0) parsing controller for the safety grammar | st Iteration
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Certificate Generation
with Example

Semantic Equation

T = fit AT \s.(PA(s,a)U

AP.PA(P,)) o )\P.redzﬁée(T(top(P))@Iail(P)) o AP.PA(P, ()s)

s7:E->(E). <+ ) s6:E->(E.)
S8 7 5958
s2:S-> E. s9:E->orEE.
} 5 S4 > S¢54
E E
| |
s1:S->.E s8:E->orE.E
| [N
id E or
v o
s3:E->id. sb:E->or.EE
X
or
Part of the LR(0) parsing controller for the safety grammar | st Iteration
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Certificate Generation
with Example

Semantic Equation

T = fit AT \s.(PA(s,a)U
AP.PA(P,)) o AP.reduce(T (top(P))Qtail(P)) o AP.PA(P, ()s)

s7:E->(E). <+ ) s6:E->(E.)

S8 > §9S58

sO:E->orEE.
5 S4 F 5654

s8:E->orE.E
I\

E or

rd

sh:E->or.EE

L
or

Part of the LR(0) parsing controller for the safety grammar | st Iteration Done.
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Certificate Generation
with Example

Semantic Equation

T = fit AT \s.(PA(s,a)U

AP.PA(P,)) o )\P.redzﬁée(T(top(P))@Iail(P)) o AP.PA(P, ()s)

T(s4) = S654 S8 — 5458
s7:E->(E). <+ ) s6:E->(E.)
*
=
Y 58 — 95
s2:5-> E. s4:E->(.E) s9:E->orEE.
} S4 F> S654
E
|
s1:S->.E s8:E->orE.E
| .
id E or
+ - i
s3:E->id. s5:E->or.EE
X
or
Part of the LR(0) parsing controller for the safety grammar 2nd Iteration
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Certificate Generation
with Example

Semantic Equation

T = fit AT \s.(PA(s,a)U

AP.PA(P,)) o )\P.reduce(T(top(P))@tail(P))Io AP.PA(P, ()s)

reduce(SeS488) = SgS48g S8 7 5458

s7:E->(E). <+ ) s6:E->(E.)
X
=
/! S5 S958
s2:5-> E. s4:E->(.E) s9:E->orEE.
} S4 F> S654
E
|
s1:S->.E s8:E->orE.E
| .
id E or
! ‘ e
s3:E->id. sS:E->or.EE
/k
or
Part of the LR(0) parsing controller for the safety grammar 2nd Iteration
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Certificate Generation
with Example

Semantic Equation

T = fit AT \s.(PA(s,a)U

AP.PA(P,)) o )\P.reduce(T(top(P))@tail(P))Io AP.PA(P, ()s)

S488 — SgS4S8 Sg — S488
s7:E->(E). <+ ) s6:E->(E.)
*
=
Y 58 = 5988
s2:S-> E. s4:E->(.E) s9:E->orEE.
} S4 F> S654
E
|
s1:S->.E s8:E->orE.E
| .
id E or
+ - i
s3:E->id. sb:E->or.EE
X
or
Part of the LR(0) parsing controller for the safety grammar 2nd Iteration
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Certificate Generation
with Example

Semantic Equation

T = fix N\T'.A\s.(PA(s,a)U
AP.PA(P,) )lo AP.reduce(T (top(P))Qtail(P)) o AP.PA(P, ()s)

565458 —7 5958 S488 — SgS4S8 Sg — 85488
S7:E>(E). L|
> VA
ol S8 7 5958
s2:S-> E. sO:E->orEE.
—
} 5 S4 S6S4
E E
|
s1:S->.E s8:E->orE.E
| R
id E or
v o
s3:E->id. sb:E->or.EE
i
or
Part of the LR(0) parsing controller for the safety grammar 2nd Iteration
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Certificate Generation
with Example

Semantic Equation

T = fit AT \s.(PA(s,a)U
AP.PA(P,)) o AP.reduce(T (top(P))Qtail(P)) o AP.PA(P, ()s)

s7:E->(E). |*)q s6:E->(E.) CNotChanged!)
- S8 > §9S88 |
s2:S-> E. s9:E->orEE. o
} 5 S4 > S¢54
E E
| |
s1:S->.E s8:E->orE.E
| N
id E or
v "
s3:E->id. s5:E->or.EE
X
or
Part of the LR(0) parsing controller for the safety grammar 2nd Iteration
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Certificate Generation
with Example

Semantic Equation

T = fit AT \s.(PA(s,a)U

AP.PA(P,)) o )\P.redzfce(T(top(P))}tail(P)) o AP.PA(P, ()s)

T(s4) = SgS4 S4 — S454
s7:E->(E). <+ ) s6:E->(E.)
*
=
e S8 > 5958
s2:5-> E. s4:E->(.E) s9:E->orEE.
} Te— 5 S4 F S654
E ( E
(
| N |
s1:S > . E ( $8:E ->0orE . E
| | N
id d E or
+ id or |/
s3:E->id. id sS:E->or.EE
N
or
Part of the LR(0) parsing controller for the safety grammar 2nd Iteration
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Certificate Generation
with Example

Semantic Equation

T = fit AT \s.(PA(s,a)U
AP.PA(P,)) o )\P.reduce(T(top(P))@tail(P))Io AP.PA(P, ()s)

reduce(S6S454) = SgS4S4 Sa — 5454

s7:E->(E). <+ ) s6:E->(E.)
§
=
e S8 > 5958
s2:5-> E. | s4E->(.E) s9:E->orEE.
: ] ; S4 > S654
E ( ( E
| . |
s1:S->.E ( s8:E->0orE.E
| | N
id d E or
+ id or |/
s3:E->id. id sS:E->or.EE
L
or
Part of the LR(0) parsing controller for the safety grammar 2nd Iteration

67 /82



Certificate Generation
with Example

Semantic Equation

T = fit AT \s.(PA(s,a)U

AP.PA(P,)) o)\P.reduce(T(top(P))@tail(P))lo AP.PA(P, ()s)

S4S84 — SgS4S4 S4 — 5454
s7:E->(E). <+ ) s6:E->(E.)
*
=
— S8 > 5958
s2:5-> E. s4:E->(.E) s9:E->orEE.
} Te— 5 S4 F S654
E ( E
| ( |
or
s1:S-> . E ( s8:E ->0rE . E
| | N
id d E or
+ id or |/
s3:E->id. id sb:E->or.EE
%
or
Part of the LR(0) parsing controller for the safety grammar 2nd Iteration
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Certificate Generation
with Example

Semantic Equation

T = firt N\T'M\s.(PA(s.a)U
AP.PA(P,) )b AP.reduce(T (top(P))Qtail(P)) o AP.PA(P, ()s)
56545 S4854 — S¢5454 Sq4 — 5454

s7.E->(E). )Q s6:E->(E.) ‘I
) (Not Changed!)

¢ 4
—) E
N ( S8 H\/Sg S8
s2:5-> E. | s4:E->(.E) s9:E->orEE.
f = N 5 S4 > S654
E ( E . §
| < | N\
(' Not Changed! )
s1:S->.E s8:E->orE.E
| | N
id d E or
+ id or |/
s3:E->id. id sS:E->or.EE
%
or
Part of the LR(0) parsing controller for the safety grammar 2nd Iteration
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Certificate Generation
with Example

Semantic Equation

T = firt N\T'M\s.(PA(s.a)U
AP.PA(P,) )b AP.reduce(T (top(P))Qtail(P)) o AP.PA(P, ()s)
S6S545 S4854 — S¢5454 Sq4 — 5454

s7.E->(E). )ﬂ s6:E->(E.) ‘I
| ( Fixed Point )

» *
= A
s2:5-> E. | s4:E->(.E) s9:E->orEE.
A = e 5 [ S4 F SgS54
E ( E -
| < § |
s1:S->.E ( s8:E->0orE.E
| . I
id i E or
+ id or |/
s3:E->id. id sS:E->or.EE
%
or
Part of the LR(0) parsing controller for the safety grammar 2nd Iteration
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Certificate Generation
with Example

® (Code producer sends the program and computed
fixed-point solution.

Program

re x d
.
let y

y X

“or .

)

a

Y -

X

Fixed-point Solution

S8 > S9S8§
! S4 — SgS4
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Certificate Check

Program-Generator > Abstract <
Parser
Fixed Point
Send \_/|/__
Send
Code
Producer v -
<
Code B—
Consumer Receive Receive

o '

Safety
Grammar

Received Fixed Point
Program-Generator > Checker
\
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Certificate Check
with Example

Received Program

re x a
CLo,x L)
let y
or . a
LY . X
|. From the received program,

derive semantic equations.

Semantic Equation N

P=XoY
Y = AP.PA(PA(P,or), a)
T = firt AT \s.(PA(s, a)U
AP.PA(P,)) o AP.reduce(T (top(P))Qtail(P)) o A\P.PA(P, ()s)
X = AP.reduce(T (top(P))Qtail(P))
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Certificate Check
with Example

Received Fixed-point solution

S8 > 5958
|

S4 > S¢54
A 2. Check that the received solution is
indeed the fixed-point for the program.

\/ (one iteration is enough)

Semantic Equation
P=XoY

Y — - .A PA( P g =
T = firt AT \s.(PA(s, a)U

AP.PA(P,)) o AP.reduce(T (top(P))Qtail(P)) o A\P.PA(P, ()s)
X = MP.reduce(T PY)Qtail (P 7 .
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Certificate Check
with Example

Received Fixed-point solution
S8 F> 5958

S4 F> S¢S4

Semantic Equation
P=XoY

Y = AP.PA(PA(P,or),a)
T = fit AT \s.(PA(s,a)U

AP.PA(P,)) o AP.reduce(T (top(P))Qtail(P)) o AP.PA(P, ()s)
X = AP.reduce (T (top(P))Qtail(P))

3. Using the fixed-point solution, construct abstract parsing
semantics of the program.

}3221{81 Fﬁslsg}\
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Certificate Check
with Example

Received Fixed-point solution

S8 F> 5958
S4 F> S¢S4

Semantic Equation
P=XoY

Y = AP.PA(PA(P,or),a)
T = fit AT \s.(PA(s,a)U

AP.PA(P,)) o AP.reduce(T (top(P))Qtail(P)) o AP.PA(P, ()s)
X = AP.reduce (T (top(P))Qtail(P))

3. Using the fixed-point solution, construct abstract parsing

semantics Of the Program° ! Accept Parse StaCk)
' J 76/82




Summary

® QOur framework addresses two fundamental PCC
Issues.

|. The certificate, a fixed-point solution, is generated
automatically by abstract parser.

2. Checking procedure on the code consumer side

is done efficiently by validating the received fixed-
point solution.
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Issues

® Two issues need further investigation.

|. Size of the certificate:

Certificate in our framework:
the fixed-point solution for every loop in the program.

- O(# of loops) : linear to the program size
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Issues

® Two issues need further investigation.

|. Size of the certificate:
- O(# of parse states)
# of parse states is fixed with the given grammar.

YV V.V V V' VY

ParseState — 27arseStack 79182



Issues

® Two issues need further investigation.

2.

Complexity of the checker:
- As complex as the certificate generator
Need to derive the same semantic equations.

Need to implement all the abstract operators.

- Shared problem with other abstract-carrying
code frameworks.
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Future VWork

® Work is in progress
- Implement the abstract parser and do the
experiment.
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Thank You
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